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Surveillance of animal movements using electronic tags (ic., biotelemetry) has magcd_m‘ an essential m,OIﬁI)r bo{h basic “l"d_ aPPIIlZd ecollogi‘cal
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culture that increasingly promotes data sharing and transparency. However, there is a risk that misuse of btgte emetry data could increase
the vulnerability of animals to human disturbance or exploitation. For the most part, telemetry data security is not a danger to animals
or their ecosystems, but for some high-risk cases, as with species’ with high economic value or at-risk populations, available knowledge of
their movements may promate active disturhance or worse, potential poaching. We suggest that when designing animal tracking studies it is
incumbent on scientists to consider the vulnerability of their study animals to risks arising from the implementation of the proposed program,
and to take preventative measures
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Box 1. Types of animal location and movement dat.
(e.8,, poaching, harassing) of telemetered animals,

Real-time data. Data on animal location can be immediatel
tags or receivers to databases, Direct interce

Near real-time data.
GPS units provide ins

of tagged animals in an area that could be misused.

Archived data.
on individual o

for a specified period (governed by an approved data

a collected by tracking studies in relation to potential threats
and security measures that should be considered depending on
whether the specles is valued, vulnerable, visible, or fragile.

y available to investigators by manual tracking or via automatic uplink from

ption of tag transmissions by outside parties or sharing real-time data on social media or
websites could severely imperil tagged animals that are valuable and vulnerable.

Data offloaded from receivers that log proximate tags (e.g., PIT tags, acoustic tags) and remotely downloaded
ight into recent (but not current) tagged animal location or activity within a detection radius (usually less than
100 meters). Interception of receivers and data offloading with compatible software by outside parties can provide last-known locations

Data archived in open databases or published as maps in scientific papers or reports can provide general characteristics
r population locations and movement patterns. There are varying degrees of security issues on archived data: databases
or publications can be publicly available or open access o can be protected (e.g, by a password), or data release can be embargoed

4

animal or to the study itself.

plan), dep

ing on the associated magnitude of risk to the study

ultimately compromise the welfare of wild animals and the
recovery of imperiled species.

Open science and communication are critical to success-
ful research (Merton 1973), but data are sometimes embar-
goed to protect sensitive information (Kempner et al. 2011).
With emerging concerns over the potential misuse of animal
tracking data (Stuart et al. 2006, Lindenmeyer and Scheele
2017, Cooke et al. 2017b), we believe that the research com-
munity will benefit from support in decision-making and
information on best practices for handling potentially sensi-
tive animal tracking cases. We briefly discuss the potential
risks that animals are exposed during tracking studies. We
then review existing protocols and infrastructure within ani-
mal tracking science available to researchers for protecting
sensitive data. Finally, we present decision-making tools to
assist researchers to develop appropriate data management
plans and if necessary, instigate mitigation measures prior
to a tracking study.

Risks associated with animal tracking

The scale of tracking data misuse is presently difficult to
establish, with only a cases having been reported (see table 1;
Meeuwig et al. 2015, Cooke et al. 2017b, Frey et al. 2017a).
Nonetheless, it is evident there are potential problems that
need to be addressed (Cooke etal. 2017b, Tulloch etal. 2018).
Data can either be intercepted directly from tracking hard-
ware by physically breaching the equipment or indirectly by
reading results or accessing databases, maps, public outreach
websites, or published accounts of animal movements (i.e.,
published scientific reports and papers). Receivers provide
the position of tagged individuals by detecting signals trans-
mitted by radio, acoustic, or satellite transmitters attached
to animals (table 2). If proper security precautions are not
taken, the data could be intercepted by individuals possess-
ing compatible receivers that listen for (aggc.d animals in a
study area or could be downloaded directly from stationary

https://academic.oup.com/bioscience

receivers if they are not secured (Meeuwig et al. 2015).
Indeed, it is possible for the public to purchase radio or
acoustic receivers or goninometers off the shelf that can
locate radio, acoustic, or satellite tagged animals. Wildlife
photographers could do so, bringing their own radio receiv-
ers with them to locate tagged animals (Cooke et al. 2017b).
Satellite and GSM tags log data onboard and then transmit
it to compatible satellites or cell phone towers, which then
relay the data so that is accessible via password protected
Internet portals or applications. Interception of these satel-
lite coded signals of animal movement patterns is unlikely
and is only possible if an actor owns a field receiver and can
actively detect the tag.

Following study completion, animal tracking results are
shared in media, reports, or journal articles, and the data
commonly archived in online repositories (Roche et al. 2015,
Soranno et al. 2015, Renaut et al. 2018) in compliance with
commitments by many governments and research funding
agencies to the FAIR (for findable, accessible, interoperable,
reusable; Wilkinson et al. 2016) principles for scientific data
management and stewardship. Data sharing and data reuse
accelerate the pace of scientific discovery.

Review of existing protocols and infrastructure to
limit security risks

Whereas researchers are directly responsible for stewardship
of their tracking data, the growth of major networks and
telemetry databases are beginning to tackle issues of data
curation and to provide data owners with preferred protocols
for archiving potentially sensitive data. Cyberinfrastructure
is available for archiving and sharing large data sets from
animal tracking studies, including institutional or third
party repositories such as Dryad (http://datadryad.org),
Zenodo (hnps:l/zenodo.org), and Movebank (www.move-
bank.org) and research networks that have data portals for
archiving and sharing detection data (table 3). We reviewed
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Table 3. A summary of biodiversity databases that contain animal tracking information and their policies regarding

sensitive data.

Data sharing

service Descriptl Polley for sensitive data How decision is made Relevant links

OTN An international Optional per-animal embargo based  Extensions and exceptions to https://members.
network for archiving  on a 2-year period following the end  existing goes are d k.org/data/
detection data from of el tag life. Ej and app! by a scientific policies/otn-data-

animals tracked In may be waived at any time by the advisory committee composed of  policy-2018.pdf
aquatic environments  original data collectors. Rights to subject matter experts and data

data citation and col are gers.
by ducing
and inputting data.

IMOS An Australian national By default all IMOS are openly For the acoustic stream a data http://imos.org.au/
ocean observing avallable under a Creative Commons  commiittee composed of subject fileadmin/user_upload/
system that includes  license and for satellite tagging they ~ matter experts and data managers  shared/IMOS%20General/

hysical and gl are in real time. Acoustic reviews applications from Framework_Policy/ 2016 _
observations. Includes data released on entry of receiver researchers to either embargo May_update/4.2_IMOS_
two animal y into the or protect their detection data. Data_Policy_May16_
streams, satellite database. Researchers may request  Embargoes are primarily granted to  Final_14062016.pdf
tagging and acoustic  animal-specific embargoes for students to allow sufficient time to
tracking. The latter sensitive acoustic data or full project- publish their results before making
is a network that wide protection in extraordinary data publicly available. Applications
i goes are for protected status require formal
data from animals granted for 3 years, with possibility of justification (e.g.. endangered
tracked in aquatic extension on application. species controversial
environments around public interest), with protecting
Australia jal i or 3

FACT A reglonal network Collaborators may request that data  Collaborators are entitied to http://secoora.
for archiving animal be restricted access from other request an embargo from the org/wp-content/
detection data in the  users with embargos p! uploads/2018/07/FACT _
Gulf of Mexico, Florida, expliring after 4 years. Data may user_ _and_
Georgia, the Carolinas, ultimately be released in part or data_policy_2018.pdf
and The Bahamas after modification rather than in their

entirety at the discretion of the PI.

GBIF An open database Information holders must determine  The information holder makes the  www.gbif.org/
for researchers and the level of sensitivity of their study  request. document/80512
citizen scientists to species and choose to restrict data
share inf { or g the spatial accuracy
about animal sightings of data d to the

Dates for reviewing the sensitivity
of the data must be provided at the
of the
IUCN An inter IUCN SSC Red List Authority must  Annex 7: www.iucnredlist.

1 or critically g
Institution focused species, those that are threatened make the case for '3 org/ /rules-of-
on status evaluation by trade or have economic value, or sensitive location data procedure

and range mapping of  whose locations are not well known

species at risk can have data withheld, with no
MOTUS A network for sharing  Data for species at risk shared Pl must contact Bird Studies https://motus.
radio telemetry data, ~ as normal, with option for delayed  Canada prior to uploading data org/wp-content/
mostly collected sharing in | with for g the loads/2016/01/
from birds, within the  circumstances that will be data and proposed embargo period MotusCollaborationPol
h ity d case by case. January2016.pdf
Movebank An international Data on Movebank cannot be Embargoes are discussed directly  www.movebank.org/
network for archi d, but canupload  with Movebank by contacting node/2220n0.embargoes
animal tracking data it without publishing it to make it support
avallable to collaborators. Data can
easlly be embargoed until publication
but longer embargoes are considered
case by case
Dryad An International online  L-year embargoes can be requested in  Joumnal editors must grant http://datadryad.org/
data repository for all  special circumstances and longer ones  permission to embargo data pages/faq
sclentific data may be granted (f the joumal editor submitted to Dryad
agrees, Data will still be uploaded
and a data file will be visible but the

details will not be available and the
file cannat be downloaded until the

; Y 10 Indirect misuse (1.€.
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joscie

httositteedocita auin et/

EO expires.
eBird An International online  Data for sensitive species can be Sensitive species are https://help.ebird,
database for bird hidden fram the public ar appear recommended by partners or org/customer/ portal/

! observations at poor resolution (e.g,, grid cell published sources and are articles/2885265
] resolution within 400 km2) or generally also listed as species at
| reglonally resalutian, risk by IUCN.
i " ovide @ iption of the and its services (|.&,, scope), @ summary of their stated policy to with itive data, inf

mm\o"mmwwwcmm.am links that can be followed for more info Note that ail links were current as of July 2019,
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data policies from major platforms providing data '.\rd::v\ ng
and sharing services where animal movement dﬁ‘: we
focus. Although we concentrate on nmvcmcnl data, -
include databases that provide purely location ‘Tm ((."‘Li‘
Global Biodiversity Information Facility [GBIF], CR”:)‘
International Union for the Conservation of Nature; mhlf‘ 3)
For example, location-based services often provide O.pm:‘s
to generalize species’ locations by decreasing "“S“I“hon (3
the basis of the threats posed to the species (Chapman an
Grafton 2008). !

To respect FAIR principles, data embargoes or gtne.raljza-.
tion must have an expiry date for all but the most cnt:dll?
sensitive species (table 3). Campbell and colleagues (2019)
suggested a 3-year embargo on wildlife telemetry data
amounting to the average lifespan of telemetry projects.
Roche and colleagues (2015) discussed embargoes related to
data archiving in the Dryad database and suggested that a
5-year data embargo would be sufficient to assuage concerns
of premature access by other researchers for ecology and
evolution data. A review of the outcomes was recommended
after 5 years, to determine whether the protections from the
embargo were sufficient or whether an additional 5-year
embargo should be initiated. The Ocean Tracking Network
data embargoes can be extended by the data creators, but
by default are set to expire 2 vears after the end of 2 tag’s
expected life.

Key to FAIR and effective protection of sensitive animal
movement data is 2 transparent decision making process.
Networks may have policies for embargoes and it is the
purview of the researcher to request an embargo where
perceived necessary. It is undlear how frequently such indi-
vidual requests are denied, 2ithough the IMOS policy explic-
itly states that publication Pprionty or commercial interests
are insufficient grounds to grant an embargo (table 3). Best
practices advised by the GBIF are to determine whether the
species is exposed to anthropogenic stressors, whether it
is sensitive to those stressors, and whether those stressors
would be exacerbated by the release of location data.

as

Implementing data protections for responsible
telemetry

Given situations where risks to animals are
transmitted or logged by electronic tags should be pro-
tected so their data cannot be Immediately decodeq and
identify an animal’s position. Manufacturers of transmjt.-
ters must have secure software options available 1o provide
protection from attempts to intercept data by thirg parties
For sensitive studies, metadata should be restricted s C\'er;
if a transmitter signal is Intercepted it does poy provid
the identity of the animal (ie., the species). Thig cou];
be further accomplished by encrypting signals before ¢f,
receiver decodes them, which would pe more effic t
than attempting to limit access 1o €quipmen; bc(fltn‘
the latter may not be feasible. In many extant ;)'Sle n‘u«,p
connection between a computer and 5 Teceiver ”
is sufficient to successfully offload data with

possible, dat,

or logg,
0 secyr
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Jimiting Who may access the data. Whep,
sreaching receivers, loggers, or re

oy POsitorje

 physically t ' W i g
n‘l l( ¥ tain sensitive animal position data is Perceiye
that contaiit = ’

, be strongly encrypted to ensure },
lhc. (s [j::;]:‘:vi:l:illg:\)compalible key. Raw dmae(y
::ltnr::g‘;‘tcd whether stored on rccciv.er.s or uplinkegd from
aatellites to online accounts as an addmona! layer of secy.
;il\'. Live data streaming services (e.g., Keam?g etal, 199
only release transmission data frorp compatible UHp tags
to account holders; however, goninometers can makg ;,
possible for third parties to locate satellite tagged indiviqy,.
als (e.g., equipped with SPOT§) or recover satellite tags in
the ocean (PSATs) and then directly offload the datq with.
out data security protocols.

We emphasize that, as a rule, researchers should striye to
make their tracking data open and available where Possible,
The information often has immense value to multiple pay.
ties including, for example, informing the general public a5
well as serving the needs of the scientists and managers who
directly undertake the research. Stakeholder identification
and consultation are therefore essential in developing anima]
tracking studies to ensure the socioeconomic context of the
animal tracking is well understood. Stakeholder consulta-
tion also allows the researchers to ascertain the level of risk
prior to implementing a study, because researchers may
be naive to other group perspectives in a study system. By
default, researchers should be expected to upload tracking
data without restrictions or generalization in the context of
it being shared openly and freely. We suggest that the use
or request of embargos should include a risk assessment
(box 2), and we present a template in box 2 and figure 1.
Embargos should have the option for renewal depending

on the sensitivity of the study, and we provide an avenue by
which to consider this (figure 1)

the pie,
protocols Tisk

ould

Solutions for a changing data landscape
212 management plans provide an effective tool for scien-
S us'%ng telemetry to proactively address concerns about

misuse and provide transparency about embargoes, if
; (Michener 2015), Funding agencies such as the
AUStrahan Research Council, UK Research Councils, the
National Science Foundation, NASA, and others requiré
ar:a cf:falge;n”em Plans from scientists so that expectatio:ls
Although he Parties about the ultimate fate of the da 36-
over the col"y m:y need' to be flexible as conditions chz\ln!és
assist in man“? amultiyear study, data managemer'\t p an
often satisf; :illng “Xpectations of funding agencies adc
Open 3Ccesz Ffm l:hmg outlets that require data to be m; ;
discussiop *"bOu(e[ }?ng'term fate of data requires a broi:wer
data 10 engy e (hale Ownership and power of attorne):1 o
for making decici Tesearchers are not solely respo

4 ecnsngns about its fate, In the future, it M/

ments when 1y, !lSh lrea’ti'es or other international ﬂgi’“l
anticipate conﬂjq'ng Sensitive species and when one meti“s
at presenf, € are unaware of any such agreem

g .m,({
https://academic.oup.com/biost
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Box 2. Questions proposed for assessing study design and d.

tyofuggedormtzgggdindividualstomthmpogmicdismrbmce?

fesearchers undertaking a study on animals with electronic tags.
This information is presented as a flow chart in figure 1,
1. Is my focal species listed as threatened or special concern by local o global agencies? Note a single species can be threatened at
one locale but abundant at another
2. Is my species of high monetary value? Specify whether commercial or through illegal sale.
3. Is my study site easily accessible—that is, vulnerable to interception of real-time tracking data by third parties?
4. Is my study site a high-risk site for animal disturbance because of poaching or ecotourism activity?
5. Is the technology widely used and therefore access to receivers to detect tags is easy?
6. Have all relevant stakeholders with vested interests in the study species been identified?
7. What is the role of stakeholders with regard to the tagged species; can these be evaluated during and after implementation?
8. Which stakeholders should be contacted regarding the local cultural and economic importance of the animals
9. What details will be provided to selected stakeholders (.8, metadata, tag ID, radio tag frequencies)?
10. How will access to the tracking data affect the vulnerabili
Assess the risk dependent on species, location, type of technology,
sites: Are individuals gregarious or solitary either seasonally or y
species is solitary rather than gregarious?)
11. Will sharing the data increase the vulnerability of the study species to disturbance?
12. Would a temporary embargo or spatial jittering of the movement patterns solve potential issues with data sharing?
13. Is it justifiable that data should never be released publicly, including through social media, in maps printed in journal articles, or
in publicly accessible databases?

ata management by

questions addressed in the study (ie., identifying aggregation
wlong?Wbamthcqumofpoachingarelwerif

We expect that in the near future real-time animal tracking
data will be of even greater value in ways previously unfore-
seen (box 1). Initiatives pursuing the vision of bringing real-
time animal data to the public and beyond the traditional
research sphere include the sensor network in a wetland area
(Li et al. 2015), augmented reality in daily life (www.inter-
netofelephants.com), and efforts to merge human data with
animal data (Frey et al. 2017b). These varied initiatives using
animal movement data collected with telemetry require con-
sideration of how best to protect the data from misuse when
they become widely available rapidly and automatically.
To protect sensitive data from fraud and misuse, stronger
organizational or technical measures must be taken than
those currently used with near real-time or archived data.
In principle, the same protective measures can be applied as
are used for other types of sensitive data, such as financial or
personal data. Drawing on the experiences of others working
in data management and data mining with sensitive personal
data, we provide some technical approaches that could be
used to protect real-time animal data from misuse. Possible
approaches include data blurring (reduce location acm@q).
noise addition (add location errors), differential privacy
(add randomness), data aggregation (share habitat instead of
location), data hiding (share altitude but hide latitude or lon-
gitude), homomorphic encryption (analyze encrypted data),

https://academic.oup.com/bioscience

and multiparty computation (jointly analyze while keeping
data private). However, all the popular anonymization and
pseudonymization approaches used with human data are
less useful in this context because the identity of an animal
is rarely important; that is, with rare exceptions, its identity
does not need to be protected.

As the number of instruments used to track animals
increase and become progressively more complex, central
monitoring of the devices will be necessary. Oceanographic
buoys are presently monitored by a central registry
JCOMMOPS (www.jcommops.org/board) and can alert
research and government bodies when instruments cross
boundaries. Animals making similar movements and, in
certain instances, collecting similar oceanographic data
may soon require this type of international organizational
framework to avoid having instrumented animals mistaken
for spies that are carrying out illicit surveillance (www.
imr.no/en/hilnews/ZOl9/may/beluga-whale-with-hamess).
International cooperation bringing tracking communities
together will empower researchers with standards and
expectations of data management, sharing, protection.

Conclusions

Maps and visualizations of animal movement are probably
the most compelling deliverables from scientific research on
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