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Researchers Continue Quest to
Contain Spread of COVID-19

JOHN H. TIBBETTS

Digital technologies aim to accelerate contact tracing.

As researchers and public-health
experts struggle to contain a global
pandemic, some are harnessing the lat-
est digital technologies for epidemio-
logical detective work. Smartphones
and other digital devices shed valu-
able data trails that a growing number
of nations are capturing and using
for aggressive surveillance systems
to suppress coronavirus disease 2019
(COVID-19) outbreaks. But many of
these tactics would cross liberty, con-
sent, and privacy boundaries, espe-
cially in Europe and the United States.
Now, cybersecurity and public-health
officials are exploring new digital tools
that could help track the disease with-
out invading individuals’ private lives.

The rapid transmission rate of
COVID-19 presents a challenge to local
health departments. The epidemiolog-
ical chain of test, trace, and isolate
often cannot keep up with swiftly esca-
lating numbers of new infections. In
traditional —manual—contact tracing,
trained health-care workers interview
infected individuals by phone, at home,
or in hospitals, Tracers then reach out
to the infected person’s contacts, ask-
ing them to self-isolate and get a test,
treatment, or vaccination if available.
Tracers follow up to check on contacts’
health status. It is a slow, laborious, and
often inefficient process. Now, digital
smartphone apps are being developed
to supplement manual tracing and to
identify new infections faster.

This illustration reveals spikes on the outer surface of Severe Acute Respiratory
Syndrome coronavirus 2 (SARS-CoV-2), which causes the illness known as
COVID-19. The spikes create a corona-like effect, giving these types of viruses
their name. Illustration: Centers for Disease Control and Prevention.

COVID-19 is caused by the novel
virus SARS-CoV-2, When the coro-
navirus jumped from an animal host
into the human population sometime
late in 2019, no one had immunity
(measured traditionally by a host anti-
body that cripples the virus) to the
pneumonia-like respiratory illness.

Like influenza, COVID-19 is trans-
mitted by respiratory droplets from
person to person, especially in con-
fined spaces, such as homes and work-
places, and particularly in nursing
homes and prisons. It could take many
months or even years to develop a safe,

effective vaccine. Even if a vaccine
could be created quickly, manufactur-
ing, distributing, and administering
hundreds of millions of doses in the
United States—Ilet alone the rest of the
world—would likely take much longer.
In the meantime, many countries hope
to speed up the epidemiological chain
with help in the form of emerging digi-
tal technologies.

Choosing public health over

privacy
Several countries in Asia—notably,
South Korea—immediately moved
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to establish containment systems for
COVID-19 that were effective but
intrusive. South Korean citizens who
tested positive for COVID-19 would
be isolated in a government shelter,
in a hospital, or at home, depending
on their symptoms. Then, a con-
tact tracing team would swing into
action. Working as public-health
detectives, tracers searched for peo-
ple who recently crossed paths or
interacted with an infected individ-
ual. Health officials accessed location
data—travel, social, and shopping
trails—from mobile phones, car GPS
systems, public cameras, and credit
card records. Within two hours, the
officials would post an online map of
locations where the affected person
had spent time, warning others about
potential exposures. Although they
were anonymized, the posted data
would include the individual’s gender,
their home neighborhood, even the
names of specific businesses that had
been patronized.

“In some cases, officials released
enough information to make infected
people with COVID-19 publicly iden-
tifiable, leading to cases of online
harassment,” says Josephine Wolff,
who researches cybersecurity policy at
the Tufts University Fletcher School of
Law and Diplomacy.

South Korea’s public-health offi-
cials were able to move more rapidly
through the epidemiological chain
with the aid of new technologies.
Those who test positive or are poten-
tially exposed are quarantined at
home and must download an app
that warns police when they leave
their home. A monitoring team
conducts daily checks, asking about
symptoms. Those who become very
ill are assigned to the government’s
living and treatment support facili-
ties, where they are monitored. If
their symptoms worsen, they can be
hospitalized. Digital contact tracing
was effective in South Korea because
its health departments also provided
widespread and easily available test-
ing, interview-based traditional trac-
ing, and isolation of infected people
and their contacts.

634 BioScience August 2020/ Vol. 70 No. 8

Customers received body temperature checks b
supermarket in Wuhan, China, during the COVID-19 outbreak.
Photograph: Painjet.

Similarly, Hong Kong surveils fami-
lies quarantined at home with elec-
tronic wristbands. Taiwan does the
same with mobile-phone signals,
China monitors quarantine compli-
ance by programming government-
installed cameras to watch infected
peoples homes. Israel’s Justice Ministry
ordered Shin Bet, the nation's secret
service, to repurpose jts terrorist-
tracking system 1o trace the coronayj-
rus. Other countries enforce curfews
and other measures with the use of
facial recognitio cameras equipped

efore they could enter a

with heat sensors, surveillance drones,
and public cameras,

Prioritizing civil liberties

To Americans and Europeans, these
Measures may be seen as going t00
far. Now, coalitions of research-
€rs, technologists, and govern-
ments around the world are racing
to develop new privacy-presery-
ing COVID-19 tracing apps, The
US federal government s work-
ing with Apple and Google on an
OPtin tracing feature for thelr

"“PS://ucademlc,oup.cam/blasdenre

Operating systems (0S), which run
on 99% of smartphones, Eight out
of 10 Americans own a smartphone,

A contact-tracing app or OS feature
must be used by between 40% and 70%
of smartphone owners to be effective,
reaching an adequate saturation of the
population, But polls show that many
Americans remain worried about pri-
vacy invasions,

Civil liberty advocates argue that
health officials should not have to
choose between fighting COVID-
19 and protecting individuals from
aggressive government surveillance
and data snooping, “We need a contact
tracing model that could work in just
about every regulatory regime on the
planet)” says Peter Eckersley, an arti-
ficial intelligence researcher based in
Melbourne, Australia, who convened
a group of technologists and epidemi-
ologists called stop-covid.tech, “We're
afraid that if a great privacy protecting
model isn't developed, then there will
be other models that protect privacy
less well and perhaps also are less
effective at fighting the coronavirus”
Models that fail to protect privacy
would not be used by enough people
to work.

ToplOVPN, a digital-privacy con-
sulting company based in the United
Kingdom, has documented 47 contact
tracing apps globally (as of 10 June
2020), with many more scheduled to
be rolled out, according to its COVID-
19 Digital Rights Tracker.

Most European countries are devel-
oping, testing, or rolling out con-
tact tracing apps. Governments have
been studying the methods used in
Southeast Asia and considering how
far they can go in putting aside indi-
vidual freedoms and privacy rights for
the sake of public safety, says Claudia
Pagliari, a senior lecturer who stud-
les data ethics and digital health at
the University of Edinburgh, in the
United Kingdom. “Privacy commen-
tators and ethicists do recognize the
‘greater good' argument. But they also
recognize that there’s a thin end of the
wedge. And if you push that wedge in
too far, you can split the whole tree.
We want to make sure that where these
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Public playground equipment was off limits during COVID-19 mitigation in Australia,
Photograph: John Robert McPherson,

methods are used, they don't over-
reach into other areas of people’s lives
and that once used they don't become
permanent”

Contact tracing

Manual contact tracing is time con-
suming. It typically requires 3 days
to identify and communicate with an
infected person’s contacts. Manual
tracing has been very successful in
tracing sexually transmittable diseases
(STDs), particularly syphilis, limiting
its spread and increasing treatment
for affected individuals. But STDs are
characterized by smaller numbers of
contacts, are often slow moving, and
can be identified before the onset of
symptoms.

Contact tracing is far more diffi-
cult for COVID-19, a highly infectious
respiratory disease. Tracers might have
to search for potential contacts who sat
near an infected person on an airplane
flight or at a sports event. Manual
tracing depends on people’s memories,
which can be inaccurate, especially
when patients are sick and exhausted.

Local health departments have
lacked adequate numbers of trained
manual tracers for even slow-moving

diseases such as syphilis and tubercu-
losis. “We need an infrastructure that
can quickly hire and train community
health workers, says epidemiologist
Caitlin Rivers of the Johns Hopkins
University Bloomberg School of
Public Health. “In some rural areas,
there may be just one epidemiolo-
gist for several counties. We are not
resourced to do contact tracing on
the scale that we would need to do
for this pandemic” But ramping up
a system could be done, she said. “In
West Africa, during the 2014 Ebola
outbreak, there were thousands of
people who needed monitoring to
make sure that they didn't develop
symptoms. That outbreak happened
in a resource-limited environment,
but thousands of volunteers or newly
hired employees were trained to do
this work. And they implemented it in
their own communities”

In the city of Wuhan, where the
COVID-19 pandemic first took hold,
China hired and trained 9000 workers
for the job. By contrast, the US Centers
for Disease Control and Prevention
(CDC) and state health departments
employed a total of 2200 tracers in the
early months of the COVID-19 crisis.
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In April 2020, the Massachusetts state
government hired 1000 new contact
tracers, and other states and localities
Plan to recruit and train workers.

The United States should hire
an army of 100,000 contact tracers,
according to an April 2020 report
by the Johns Hopkins Center for
Health Security, “A National Plan to
Enable Comprehensive COVID-19
Case Finding and Contact Tracing in
the US” Others say far more will be
needed. According to Resolve to Save
Lives, a public health advocacy group
run by Thomas R. Frieden, the former
director of the CDC, the United States
will need at least 300,000 new tracers.

But hiring more tracers will not

address the problems scale, noted a
team of Oxford University scientists
in an article in Science published 31
March 2020. The infections “viral
spread is too fast to be contained
by manual contact tracing™ About
5% of infections are transmitted by
people who never develop s,rmp‘»
toms. About 45% come from carriers
before they feel symptoms such as
dry or sore throat, headache, nap-
sea, and loss of taste and smell This
presymptomatic infectious period is
2-5 days, according to recent studies.
About 10% of infections come from
the environment, such 2s viral loads
on surfaces. About 40% of infections
come from symptomatic people. From
first symptoms to hospitalization—
when testing is most common in the
United States—is a period of 5 days on
average. Many COVID-19 transmis-
sions, then, happen over 2 period of
7-10 days while infected Americans
can remain untested.

Which nations were prepared for
COVID-197

COVID-19 is the third dangerous
coronavirus to appear in recent years,
SARS emerged in 2002-2003, and
MERS (Middle East Tespiratory syn-
drome) coronavirus was first identi-
fied in Saudi Arabia in 2012. SARs
was smothered by health surveillance
systems within a year, but not before
it was reported in 26 countries and
sickened 8098 people worldwide,
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This image taken during the 2014 West African Ebola outbreak depicts US
Centers for Disease Control and Prevention Epidemic Intelligence Service
officer Dr. Djawe, seated on the right, as he was completing his daily tally
sheets from his contact tracing visits in the city of Kamian, Guinea,
Photograph: Centers for Disease Control and Prevention,

causing 773 deaths. SARS was deadlier
per case than COVID-19, but individ-
uals with SARS were not contagious
until they had symptoms, as far a
researchers know,

‘SAR§ really frightened South

o that COVIp.1g
ming, they were and runpjp
within hours” : 2

MERS wg_s reported in 27 countries
It gmved 0 South Kore, in 2015'
racing thrgggh hospitals, infect'Lng’
186 and killing 3g healthcare work-
ers bfefore authorities identifieq and
contained the coropgyi

. more transparen, ab,
locations 254 identities ochffe 4
hospitals, Soys i Cled

to personal information of anyone
infected or at risk.

It may seem surprising that South
Korea, known as a vibrant liberal
democracy, has embraced such aggres-
sive surveillance methods. “South
Koreans have fought for the ability
to be private citizens in a democ-
racy” says Dudden. For decades, South
Koreans battled authoritarian regimes
for greater protections of privacy and
free speech and to stop blacklisting
of journalists and artists for political
stances. South Koreans view their gov-
erments current behavior differently:
“Now people are less concerned that
government might surveil what books
xou’re reading and what Internet
Sites you're on? Dudden continues.

They're more congerned with how 0
Prevent the total collapse of the soci-
€ty. They see it as a time of war, Future
Philosophica| debates, they believe,
€4n address, ‘Okay, what do we do in

€ next outbreak in terms of privacy
Protectiong?”

In the figh against COVID-19

South Koreg, Singapore, and Taiwan

h“PS://academlc.oup.com/blosde"“

have benefited from effective social
safety nets, including universal health
care and insurance, For its 5.6 million
cltizens, Singapore covers the cost of
all COVID-19 treatments and tests,
which are widely accessible, and pro-
vides sick pay for people who stay
home. National healthcare systems
have also helped health departments
surveil and trace the virus. One week
after the first case arrived in Taiwan,
the nation’s officials merged national
health-insurance information with
customs and immigration databases
in an effort to identify citizens who
had recently traveled overseas and
reported symptoms consistent with
COVID-19. The US healthcare system,
by contrast, is highly decentralized,
with patient data housed in various
silos. Hospitals and other healthcare
organizations and insurance compa-
nies often use different information
formats and protocols.

Even Italy’s highly regarded national
health care system struggled to share
crucial data and testing methods and
protocols. Italy’s system is decentral-
ized administratively by region and
even subregion. “Each person has a
single ID and can be linked across
all databases,” says Fabrizio Carindi,
a healthcare statistician with the
University of Bologna. “If a person has
a prescription, they have only one doc-
tor, and they are assigned to only one
local healthcare authority. But regions
didn't share coronavirus data very well
with one another during the outbreak.
Regions have different attitudes [about
managing the crisis] and particularly
towards testing, We have all these dif-
ferent testing approaches in Italy and
totally different approaches in the rest
of Europe””

Privacy protections and speed

Italy activated a new contact tracing
app in June. But many Italians may
resist such an effort as an invasion of
privacy and an imposition on indi-
vidual freedom, according to Carinci.
“You would find a lot of opposition,”
he says. “People would start look-
ing for any possible way to trick the

https://academic.oup.com/bioscience
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The Middle East respiratory syndrome (MERS) is a viral respiratory illness
caused by a coronavirus called MERS-CoV. This colorized scanning electron
micrograph of MERS shows virus particles (yellow) on the surface of infected
VERO EG6 cells (blue), which are used in cell cultures. Image captured and color-
enhanced at the NIAID Integrated Research Facility in Fort Detrick, Maryland.
Credit: National Institute of Allergy and Infectious Diseases.

system and avoid being identified.
And I think this would apply to most
countries in Europe”

Digital contact tracing can be based
on location data from a mobile phone's
GPS or cell towers, which can contain
an ‘enormously invasive and personal
set of information about each of us,
with the potential to reveal such things
as people’s social, sexual, religious, and
political associations,” according to an
8 April 2020 report, “The Limits of
Location Tracking in an Epidemic,” by
the American Civil Liberties Union,
which notes, “The potential for inva-
sions of privacy, abuse, and stigmatiza-
tion is enormous.”

But location tracking is not accu-
rate enough to tell whether two peo-
ple come into close physical contact.
Instead, many contact-tracing apps use
proximity tracking with Bluetooth Low
Energy (BLE), a wireless technology

that connects phones to other devices
close by. BLE can determine whether
two smartphones are near enough for
their users to transmit the virus. When
two users of the same app are close
to one another, both phones estimate
their proximity using Bluetooth sig-
nal strength. If users are less than
about six feet apart, the apps exchange
identifiers. Each phone app logs and
stores each encounter with another’s
identifier. When app users learn that
they are infected with COVID-19, they
can anonymously volunteer this infor-
mation on the app, and other users
can be notified of their own infection
risk. Local health departments might
develop an app and receive individu-
als’ proximity data to hasten contact
tracing if participants agree to use it.
“The goal is to identify a phone used
by someone you spent maybe five or
10 minutes with, maybe a meter or
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two away, who has tested positive for
COVID-19 and volunteered that infor-
mation on the app,” says Eckersley.

But proximity tracking can also
reveal sensitive information, such as
whom individuals have spent time with.

“That’s a hard sell” in the United
States, says Manoj Jain, an infectious-
disease specialist and epidemiolo-
gist at Emory University and an aide
to Memphis, Tennessee, Mayor Jim
Strickland on the administration's
coronavirus response. “Our society is
not there yet in recognizing and appre-
ciating the benefit of this technology
versus the risk to privacy. We value
Privacy more. Can such tools work?
And are they useful? And the answer
is definitely yes” But many people
would have to use them to be effective,
he says.

Types of contact tracing

The European Union has released con-
tact-tracing guidelines for its member
states, encouraging them to develop
voluntary apps with decentralized
data storage to protect privacy, and
some nations have already done so.
Individuals would store their data on
their smartphones.

But not everyone has access to 2
phone. Not all phones have Bluetooth
technology. Many users do not turn on
Bluetooth. Those peaple would be left
out of the tracing system. Bluetooth
can also be an insecure technology,
Advertising companies often yse
Bluetooth to trace shopper behavior in
stores. Apps on cell phones emit longi-
tude and latitude readings, making it
possible to track consumers. Location
data are often triangulated with per-
sonal information. Although anony-
mized, these data can be unmasked
to reveal identities—names, addresses,
phone numbers, and health statys,
Advertising companies and oth-
ers could hack Bluetooth signals and
download invaluable data stored op
smartphones.

‘A second type of contact trac-
ing app system uses encryption, so
these data are stored in central data-
bases but can't be read by anyone,”
says Eckersley. “Think of the centra]
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After 50 days fighting COVID-] 9, Arvin McCray was released by the Milwaukee

VA Medical Center. For 18 days,

he had been on a ventilator and had suffered

mulfiple organ failure, Photograph: Milwaukee VA Medical Center.
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Progress, a think tank in Washington,
- Congress or foundations could
Provide funding to develop and oper-
ate technology, States could license
™€ app and proyide ongoing operd-
tional funding to the nonprofit if states
receive federa| funding for this pur-
Pose. All Americans would be encour-
aged to download surveillance apps 1
€ir phopes,
But 2 centralized system can be
ecure too, If millions of people
UranSmit private health data o a serve"
companies, governments, or hackers
Might gain access to their moyements
and pergong| interactions.
Most European nations have strin-
gent digita] aty privacy measures 18

h“l’s://academic.oup.com/bloscit"“

place based on the European Union's
General Data Protection Regulation,
but some are adjusting laws to address
the coronavirus crisis,

“We're in a crisis period just now,”
says Pagliari. “Even countries with
very strong privacy laws are imple-
menting more intrusive measures to
understand how the virus is spreading
and inform interventions, Germany
has some of the strongest privacy laws,
mainly because of the way informa-
tion was abused in the Second World
War, but they are still finding ways
to develop things like contact tracing
apps, which can be used for pub-
lic health. Health emergencies like
COVID-19 can force both govern-
ments and citizens to reevaluate and
recalibrate their views about the
acceptable balance between safety and
privacy risks. But for more digital sur-
veillance to be accepted by Europeans,
fear of illness is not enough. We also
need strong assurances that these uses
of technology are properly governed,
that our privacy will still be respected,
and our information safeguarded. We
also need to know that our govern-
ments are being transparent with us
about the scope and powers of surveil-
lance, how these will be stepped up or
down as threat levels ebb and wane,
when enhanced powers will come to
an end, and what will happen to our
data once the epidemic is over”

It is crucial to have an expiration
date for a surveillance project, stress
civil liberties advocates. “Ending it
should be built into the system
from the get-goy’ says Wolff of Tufts
University, “Ifs important not to say,
Lets use this [surveillance] and keep
using it until we don't need it anymore;
because thats often how you end up
in a situation where it never actually
expires or goes away.”

An effective testing and surveil-
lance effort for COVID-19 must reach
the most vulnerable, Migrant work-
ers In Singapore live beyond the city-
state's safety net and testing systems.

https://academic.oup.com/bioscience
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A physician checks on a patient connected to a ventilator. At the height of the
pandemic, ventilators were in short supply. At the same time, being placed on a
ventilator comes with considerable risk and can have long-lasting ill effects on

some patients. Photograph: Official US Navy.

After Singapore had apparently sup-
pressed COVID-19, an outbreak sur-
faced in migrant workers' dormitories,
accounting for most of the 25,000
confirmed cases by mid-May.

In the United States, people who
are disproportionately affected by
COVID-19 include minorities, the
poor, the homeless, and the elderly
who might not have access to digital
devices. Many frontline workers are
low wage, part time, or independent,
lacking sick leave or health insurance.
To keep their jobs and sustain their
incomes, they might avoid digital
tracing apps. Many immigrants, espe-
cially those who are undocumented,
are worried about being targeted by
immigration enforcement agencies or
the police. Some false positives would
be inevitable, even in the most sophis-
ticated tracing system, and app users
who receive frequent proximity notifi-
cations might simply turn the app off.

Where are we now?

Vaccines, antiviral therapies, and other
measures could reduce the intensity
of outbreaks, but that will take time.
Meanwhile, the COVID-19 pandemic

has exposed weaknesses in many
nations’ social safety nets, health care
and insurance systems, and public
health programs. Now countries are
working on new surveillance sen-
sors and systems to trace infections
and stamp them out before they can
spread exponentially. But public trust
is weak in many nations. Americans,
Europeans, and others are worried
about privacy and consent implica-
tions of surveillance. Technology com-
panies and governments creating these
tools must convince the public that
private data will be protected and that
surveillance systems will have clear
expiration dates, preventing perma-
nent snooping of citizens. At the same
time, the global health community and
national governments must increase
support for public health departments
and cooperate in more comprehen-
sive surveillance systems, identifying
and containing future infectious dis-
eases that have potential to become
pandemics.

John H. Tibbetts (tibbettsih@gmail.com) is a
freelance science writer based in Charleston,
South Carolina.
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