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Abstract: This case report discusses how usable friction ridge
detail that was present in several pornographic photographs led to the
positive identification of two offenders. This resulted in both offenders
pleading guilty to child-related sex offenses.

Introduction

Many pedophiles and sex offenders use the safety of their
own homes to access the internet to produce or exploit a
database of child abuse material on a large geographic scale
while maintaining their anonymity [1, 2]. A large portion of this
child pornography material [referred to as “child abuse material”
by New South Wales Police Force (NSWPF)] comprises digital
images of offenders committing acts of sexual violence against
infants or juveniles. Between 1999 and 2005, convictions for
possessing, downloading, or distributing child abuse material
rose over 500% in the United Kingdom [3]. Furthermore, Wolak
et al. [4] estimated that during 2010 and 2011, more than 280
million files of child abuse material were shared worldwide.

True numbers of child abuse material images circulating the
worldwide web are difficult to determine. However, the study
by Wolak et al. [4] indicated that approximately 26,600 images
were shared on an average day in the United States during 2010
and 2011.
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Traditionally, child sex offenders fall into three main catego.
ries: (1) those who only view child abuse material (fantss
offenders); (2) those who create the material for personal gratifi)_l
cation (contact offenders); and (3) those who view, collect, create
and distribute child abuse material (mixed offenders) [] 5],
Patterns of behavior of sex offenders have been examined,ina'
study by Babchishin et al. [6], who found that one out of eight
child pornography offenders will have a recorded “contact” sex
offense against a child prior to producing his or her own child
abuse material, suggesting that a number of warning signs or
behavioral patterns occur prior to the production of child porn.

Investigation

As the result of a search warrant in Victoria for an unrelated
matter, Victoria Police came into possession of images depict-
ing child abuse material. These photographs depicted fingers
exposing a child’s genitals. The photographs also contained
severa} images of the friction ridge skin of the perpetrators.
Investigations by Victoria Police resulted in two males (Offender
A and Offender B) being arrested and charged with possession
ofthe_ child abuse material. The Victoria Police discovered that
the victim who was depicted in the material resided in New
South Wales, prompting Victoria Police to contact and forward
the material to investigators in NSW.

Ultimately, five images that were forwarded by Victoria
Loce were of suitable quality and clarity bearing clear friction
.”dget detail for comparison between the two nominated suspects
:3 thlimat.t?r' Bffore being compared, the genitals of the victirp
eneargle(sjatl;:tlzed (obscurc.ad). This had a twofold purpose: (1)1t
bein 5ub'e two fingerprint experts to work the case while not
dign%t oge;ted to 'the.grap.hic image, and (2) it preservgd the
compa);;sot thlctlm 1n th}S matter. During the analysis and
to be flj ndp ases of the images, the digital images neede
flipped (lj)ip?t l(fj'lgure I). (This enabled the comparison of fhe
of the imagesa Image with the correct left to right orientation
enh:‘mcemgemas captured on the tenprint form.) The only other
The initia] cos to the images were brightness and contrast.
containin h.mpansO.n identified Offender A to four images

g child exploitation material. Upon verification, these

preliminary identificati ! :
the lead investiga:?:a“ons (Figure 2) results were provided t0
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Figure 1
Sanitized image (background showing genitals of the victim).
Lefi-hand image showing original cropped image.
Right-hand image showing flipped image for ease of comparison.
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Figure 2

Marked comparison chart produced for court presentation.
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Both offenders were extradited from Victoria and transporteq
to New South Wales, where, upon arrival, t.hey were taken to the
local police station, and new sets of arrest 'fm.ge.rprmts from each
offender were obtained on 6 July 2016. A significant problem that
has been encountered when analyzing friction ridge skin frop
digital images is that corresponding areas of skin depicted in the
ph})tograph may not be present on the tenprint form (Figure 3).
The new fingerprint images that were captured upon the arriyg]
of the offenders in New South Wales allowed for a strategic
and lawful method to capture specific areas of interest of the
offenders’ friction ridge skin. This targeted fingerprint capture
method was needed for further analysis to compare certain areas
of friction ridge skin to the friction ridge skin depicted in the
child abuse material images and for further presentation within
the New South Wales legal system.

On 7 July 2016, a re-examination of the images that were
supplied using the fingerprints for both offenders that were
captured upon arrival in New South Wales was conducted. This
further analysis and comparison reconfirmed the identification
of Offender A to four of the images containing child exploita-
tion material and enabled the identification of Offender B to the
fifth image.

Figure 3
Area of interest in NMipped image.
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As a result of this evidence, Offender A entered an early
guilty plea, resulting in a sentence of 15 years of imprisonment.
Offender B initially entered a plea of not guilty, however, he
changed his plea to guilty, resulting in a sentence of 13 years
and 9 months of imprisonment. Prior to these offenses, neither
person had been adversely known to the police in any state or

territory in Australia.

Discussion and Conclusions

Some of the largest contributing factors to offenders produc-
ing child abuse material is the access to children to produce said
material and the ease with which the child can be groomed [6].
Generally, contact offenders tend to groom victims to some
degree without the knowledge of the parent or guardian. However,
the case in this report deviates from the typical cases of child sex
offending that are usually investigated by the NSWPF because
the child was less than 12 months old and therefore too young
to be groomed personally. Instead, the offenders groomed the
parent and built trust to allow them solo access to the victim.
They were able to use this opportunity for the purpose of making
the child abuse material. Krone et al. [7] show that there is a high
correlation between those charged with child abuse material
offenses and those who go on to commit a further criminal
offense (15%), including further sexual offenses.

This investigation represents one of the first times that
evidence of this nature has been prepared and presented to
a higher court in New South Wales. Because of advances in
investigation techniques, the NSWPF Fingerprint Operations has
received an increasing number of inquiries relating to identi-
fying offenders from friction ridge skin on images depicting
criminal offenses from nontraditional sources. Requests have
been made for this service in cases including drugs, firearms,
sexual assaults, and pedophiles. Each request is assessed on a
case-by-case basis. Because of the quality of the cameras in
electronic devices (e.g., cell phones, iPads) and the proclivity
of offenders to post images to social media to “brag”, more and
more of these images will become available to investigators in

the future.

Analyzing images that have been captured via phones tends to
be difficult because of the positioning of the friction ridge skin
within the images, the lack of scaling, and overall image quality.
But cell phone cameras are improving, and resulting images can
be quite high quality, resulting in identifiable images. Advances
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in police investigations throughout Austr.alla using this sort of
imagery may assist to make a dent in child exp]91tation rings,
The world of anonymity, previously e.:njoyed by child sex offeng.
ers, is being eroded through the digital age.

For further information, please contact:
Cameron Forsyth ; 3
Fingerprint Operations, Forensic Evidence and
Technical Services Command

New South Wales Police Force
Parramatta, New South Wales, Australia

forslcam@police.nsw.gov.au
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