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Abstract: Three years after a homicide occurred, information about
the murder weapon was discovered during court preparation. A search
warrant for a Facebook account resulted in the identification of the
defendant through an image of a hand holding a firearm that was the
same make, model, and caliber as the murder weapon. Confirmation
through the Integrated Ballistics Identification System and a com-
parison by a trained examiner revealed the firearm to be the murder
weapon. The identification from the image, along with other evidence
in the case, resulted in the defendant pleading guilty.

Introduction

Technological innovations, such as cell phones and social
media, have resulted in an increase of information sharing on
public forums. Because of the improvements in image captur-
ing with cell phones, people use these devices in lieu of actual
cameras to post pictures on social media sites at an unprec-
edented rate. A study by Oxford University documents the
increase in social media usage, stating in 2018:

... there are 7.7 billion people in the world, with at
least 3.5 billion of us online. This means social media
platforms are used by one-in-three people in the world,
and more than two-thirds of all internet users. [1]

In 2018, among all social media platforms, Facebook was the
most used site listed, with 2.3 billion users [1]. For some, there
is no apprehension about sharing information on social media
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page belonging to the defendant prior to the homicide. Sometime
after, although the date is unknown, the defendant deleted his
Facebook account. When investigators were given this informa-
tion, because of the deactivation of the account, they were unable
to view the image. The lead investigator obtained a search warrant
for the records of the defendant’s Facebook account. From these
records, the image in question was retrieved.

Materials and Methods

The original image that was obtained from the downloaded
records of the defendant’s Facebook account was submitted onto
a CD as a jpeg file. The file was 1154 pixels x 2048 pixels
and 96 dpi. The CD was a Staples CD-R 700MB. To ensure
the originality of the image on the CD, a hasher software was
used (Hasher version 1.8.0.0). The hasher software designates
a unique identifier number to each image it hashes, and results
are saved as an xml file. The unique identifier numbers are
compared between the two excel sheets. The image was hashed
while on the CD and hashed again after it was copied to my
desktop. The results supported no changes had been made to the
original image. The original image was never opened directly
from the CD.

The copied image was opened in Adobe Photoshop version
CC2015.5. I used the ACE-V methodology (analysis, compare,
evaluate, and verification) to conduct the examination. Upon
an initial analysis, I observed a pink 9 mm firearm resting on
the palm side of a left hand (Figure 1). I magnified the image to
ensure friction ridge skin could be observed. Photoshop settings
were established to record all adjustments that were performed
during latent print examination. These settings included select-
ing “Metadata” under History Log, along with “Detailed™ under
Edit Log Items. During the analysis part of the examination,
using the Brush tool, I labeled each impression that was of value
and annotated areas that were not of value. The Brush tool was
used to write on the image. There were four impressions of value
(labeled a, b, c, d) and one impression not of value.

Each image was then inverted to display ridges as black and
furrows as white. The Red Channel was selected and the image
was flipped horizontally to ensure ridges were flowing in the
same direction as the known prints. Each impression that was
documented was cropped and orientated to the correct position.
The images were then changed to grayscale and saved as format-
ted images 103-1a, 103-1b, 103-1c, and 103-1d (Figures 2-5).
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Figure |

Original image from Facebook warrant.
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Image
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Figure 4 Figure 5

Image 103-1c oriented for Image 103-1d oriented for
comparison. comparison.

Because of a previous arrest, the defendant’s rolled finger-
prints and palmprints were retained in the local automated
fingerprint identification system database. The left palmprint
card was scanned using an Epson Perfection V800 scanner
at 500 ppi. Latent 103-1a and the left palmprint card were then
opened in Photoshop, placed side by side, and were adjusted in
size until they appeared to be equally magnified. A screenshot
was created to make one image from the two separate images.
Comparisons in Photoshop were then conducted marking Level 2
detail using the Brush tool. This was done for each latent. The
marked screenshots were saved, as well as blank screenshots
without my markings or conclusion.

Results and Discussion

My conclusions from the comparisons resulted in identifica-
tions to each impression of value. Latent 103-1a was identified to
the defendant’s left index proximal phalange (Figure 6); 103-1b
was identified to the left index distal phalange (Figure 7); 103-Ic
was identified to the left little medial phalange (Figure 8);
and 103-1d was identified to the left little distal phalange
(Figure 9). My agency has defined identification as sufficient
clarity and quantity of agreement between the latent and known
that the likelihood of the latent made by another source is highly
unlikely. All identifications were verified by a trained and
competent examiner.
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Figure 6 Figure 8
Screenshot of the identification of image 103-1a and the left index proximal Screenshot of the identification of 103-1c and the left littie medial
phalange. phalange
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= Screenshot of the identification of 103-1d and the left lintle distal phalange.
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stimony was given, albeit to Previously iden:

fied latent print evidence collected from inside the Vehiclemi]-
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ing a lesser charge of voluntary manslaughter, and received 25

Latent print té

Conclusions

The purpose of this case study is to bring awareness to inves-
tigations and analysts of situations provided by the increased use
of social media platforms. The success of a search warrant from
a deactivated Facebook account provided the ability to show an
adequate image of friction ridge skin. With the use of Photoshop.
the image was enhanced and a comparison was conducted that
resulted in an identification to the defendant on trial. This case
study was the first time the agency and I were able to success-
fully obtain visible fingerprints from an image directly from a

social media platform.
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in digital evidence.
For further information, please contact:
Nova Grilli
Charleston Police Department
180 Lockwood Blvd.

Charleston, SC 29403
grillin@charleston-sc.gov
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